Vector Planning & Services, Inc.
591 Camino De La Reina, Suite 725
San Diego, CA 92108

Subject ID: Information Assurance Specialist

Location: McLean, VA

Primary Responsibilities

» The Information Assurance (1A) Specialist will provide IA services to potential customers. These
services will include but are not limited to the following: development of System Security
Accreditation Agreement (SSAA) documentation in accordance with the DITSCAP/DIACAP
guidelines.

= Develop supporting documentation in support of Interim Authority to Connect (IATC), Interim
Authority to Operate (IATO), and Authority to Operate (ATO); facility security and site surveys;
Certification Testing & Evaluation (CT&E) and operational Security Testing & Evaluation
(ST&E).

= Liaison with various Government agencies and contractors to process SSAA documentation for
final approval and Independent Verification and Verification (IV&V) of technical documentation.

= Responds to FISMA and IA data calls; perform task as directed by the Government lead, Senior
IA Specialist or system owner leading to the assurance that the IA requirements are met; and
liaison with various Government agencies and contractors to process C&A documentation for
final approval and Independent Verification and Verification (IV&V) of technical documentation.

= Ensure that all monitored systems comply with the DoD Gold disk, STIGs, IAVA, IAVB, IAV-
TA, Security Control procedures in addition to FISMA requirements.

= Report on all security, IA, and C&A compliance requirements.

Qualifications/Skills/Minimum Qualifications:

3-5 years of experience in Information Assurance

Understanding of the entire DIACAP process.

Thorough knowledge of certification testing tools

Experience developing SSAA documentation

Understanding of basic DOD facility security requirements.

Responds/troubleshoot/resolve network, enterprise, and client level networking and application

issues.

= Experience working with multiple Government and contractor personnel on a common project.

= Knowledge of DISA Security Technical Implementation Guides (STIG) , Gold Disk, and JTF-
GNO IAVA, IAVB, IAV-TA

Education/Training:

* Bachelor Degree in a computer related field (preferred). An equivalent combination of experience
and education will be considered in lieu of a degree.

= CISSP/GIAC Security Essentials Certificate (GSEL)/GIAC Security Leadership Certificate
(GSEC) or Security Certified Network Professional (SCNP) in addition to MCSE, OCP and/or
Sun/Unix Certified Administrator (Preferred)

Submission Requirements:
e Please email your Word or PDF file formatted resume to Recruiter@myvpsi.com. Your resume
must include your current salary and desired salary range.

Vector Planning and Services, Inc. is an EEO/AA Employer.
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